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Your needs :
= Install a network monitoring solution.
—  Check the efficiency of the monitoring in place.

—  Consolidate your knowledge of the product.

We provide :

—  Customized trainings regards your
environment.

=  Project management proven in multiple
companies.

= An interactive training with the establishment
of a model by yourself with the help of the
trainer.

This document have no legal value and ORSENNA reserves the right to append or
modify it without prior warning or notice .

ORSENNA - NMS Services
15, Rue Croix Castel - 78600 Maisons Laffitte - France
Tél: +33 (0)1 34 93 3535 - Fax : +33 (0)1 34 93 9575
www.orsenna.com
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Solarwinds Training

Orsenna provides you the best training concerning Monitoring, accor-
ding to your profile and your needs.

Manager Standard / Pro
Installer Pro / Expert
1 Network Administrator Expert
System Administrator Expert
Level 1 Technician Standard
Level 2 Technician Pro / Expert

The training can be done in French or English.

* The Standard Training (2 days) will provide you an overview of the
characteristics and advantages of the product that you can use con-
cerning the environment you monitor.

* The Pro Training (3 days) starts by giving you a precise understanding
of the protocol SNMP (Simple Network Management Protocol) and
the other protocols used in monitoring (WMI, NRPE, JMX, ..). This
training will give you an overview of the product and the elements
around. With the lab, the students will be able to practice strongly
and customize the NMS.

* The Expert Training (5 Days) is recommended to the people looking
for special skills and knowledge in the monitoring field. Every step of
the product will be treated, starting from the SNMP Protocol, until
the analysis of the traffic and
the customization of moni-

tors. Depending on the mo-

. Expert
dules chosen, we will take 5 days
some time to analyze the Cus-

tomer NMS.

* Public Training (3 Days) This course enables students from different
companies to utilize the features and functionality of their system to
gain maximum advantage of monitoring and managing their network
environment.
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* Qur Training Center : Our training site provides everything that we need to monitor network devices, serv-
ers, applications. You are welcome here to receive the best training (Max 5 Participants).

* On-Site : This training can be customized based on the skills of the students. On demand, we can use the
customer environment instead of our lab. (Max 5 Attendees).

* Remotely : Training with remote sessions to our environment or to yours. It allows to decrease significantly
the costs. This training can also be customized to your needs.

You can choose between different modules the training that you prefer.

Monitoring . NTA + IPAM VMAN + .
Overview Orion NCM SAM VoIP + WPM +UDT + NTM SRM Practice Exam
Modules A B C D E F G H I
Duration 2h 10h 6h 6h 3h 6h 3h 6H 3H
Theory X X
Theory +
Practice X X X X X X
Participants from the same Company
Standard (2d
Modules AB X X
(~12h)
Pro (3d)
Modules AB + 1 . i i
PN —— X X +1 module « Plugin », « Practice », « Exam » (depends on the duration)
Practive
+ 3 modules « Plugin », « Practice », « Exam » (depends on the duration)
Participants from different Companies
+ 1 module 6h or 2 modules 3h

NB : The training can’t accept more than 5 attendees to keep the quality of the course.

If you need to practice on the software, we provide you in some modules this opportunity.
Here is an example of the training :

* Monitoring Overview (A)

* Orion (B)

* SAM (D) ==> Only theory.
* 2 Practice Modules

Example Training duration is 5 days .
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All Nodes - Tree View I

+ @3Com

+ © Adtran

+ © Agile Storage, Inc.

+ @ American Power Conversion Corp
+ @APC NetBotz

+ @ Aruba Metworks Inc

+ @ Brocade Communications System
+ @ Cisco

+ @ Compatible Systems Corp.

+  Dell Computer Corporation

+ € External

+ @ Extreme Networks

+ @) FE Labs, Inc.

+ @ FlowPaoint Corporation

+ @ Fore Systems, Inc

+ @ Foundry Metworks, Inc.

+ @H3C

+ @HP

+ @ HUAWEI Technology Co..Ltd
+ @ BM

+ @ Juniper Networks, Inc.

+ @ Linksys

+ @ Linux

+ @ Meru Metworks

+ @ Multi-Tech Systems, Inc

Top 10 Volumes by Disk Space Used HELP

© stpj2320

(§ /devimdo, mounted on: funos

© lab-esx-01
[ svarsiog .
@ lab-ew-dhep-03
—

[§ C:\ Local Disk f017dace 97 %

@ stpdem-esx01

100 +, M

g ot HcTds2cs-aTddact - o
b96-0022192dddd
@ OLAPE

[§ FLabelF scanif
© Tok-Exchanget

() € Label: Serial Humber cSeafts
@ Sales Floor3

(§ D Build dBbaTa7E
© FRPAMSQLOY

(@ C\Label: 4c52907F 2%
@ MTURNERD1

(3] € Label: Serial Humber Scagedle 52 %
@ OLAPT

[§ H Labeliscs 6967859 919

Training Content :

=  Overview of the monitoring (A)

- The market of Monitoring.
- Protocols related to monitoring :
- SNMP
-WMI
- Syslog
- Trap SNMP
- Netflow
- IPSLA...
- Project study & integration

=  Orion (B)

This part is common to NPM and some plugins.

- Validation Prerequisities.

- Definition of network objects.

- Discovery of equipments (Device Roles, Types).

- Monitor Network and System Devices.

- Device and Group Management

- Switching and Routing devices integration + monitors.
- CPU.
- Memory.
- Hardware Status (Power, FAN, Temperature...).

- Interface Status.
- Interface Utilization.

- Universal Device Poller.
- Customized Monitors (STP, HSRP...)

- Operation with OID.
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Training Content:

All Nodes - Tree View MANAG .
=  Orion (B) - Next
+ @3Com
+ @ Adtran
+ @ Agile Storage, Inc. . . . .
+ @ American Power Conversion Corp. - System devices integration + monitors :
+ @APC NetBotz
+ @ Aruba Netwarks Inc - CPU.
+ @ Brocade Communications Systems. Inc .
+ @Cisco - Disk
+ @ Compatible Systems Corp.
+  Dell Computer Corporation - Memory.
+ B)Extemal
+)® Exirome Networks - Hardware Status (Power, FAN, Temperature...).
@F5 Labs, Inc. . .
+ @ FiowPoint Corporation - Windows Services and Process.
+ @Fore Systems, Inc.
+ @ Foundry Networks. Inc. - CompUte SNMP Values.
+ @H3C
+ OHP
: g:—éﬁWEl Technology Ca. Ltd - Virtualization
:gJLiU;;F;i;NE‘WUka- Ine. - Integrate VmWare / HyperV
S - Hardware status for ESX.
- Values analysis.
- Reports.
ey N FereeT GUIELteT - Database maintenance.
(T — e - Events management (Traps Snmp, Syslog).
s - Alerts and notifications.
@ et 62 % 9 S . . .
® rne r 5 — o m— - Settings & Web customization.
@ fe1n 64 % 1%
me 2 — e - Mapsl
@ s 65 %
@ 13 62 % — 67%
o . e - - Installation & Configuration of Kiwi Syslog Server
Som e , - Utilization of Kiwi Syslog.
Z:j:i 12-/._ ;‘n“ﬁ — - RUIeS-
e T S — - Filters.
@ 116 7% W %

- Text Filter.
- IP Address Filter.
- Criticity Filter...
- Actions.
- Send critical message to Orion.
- Save all the events.
- Display events by types...

TopLevel Networy Map

- jices
iggered Alerts for Al MNetwiork Devic
99"

Type of Device v
vz s [V
TERDEVCES [ gtwork OO | number o dispiayed 2
Aot Name
TERAERTE () derts

FeFRESH

NS OR MERT  ALERTNAVE

< ang Cowters
ory 20032008 STV
cas ActveDirecory 2

3102012341 ppstated vpdates
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veran

5 OF LAST UPDATE

vs. Y LUy

llconfict Basel
[Eltc Confiict: Bass!

Wunknown

»58.33%

2917% «

NCM Node List
GROUPED BY VENDOR

* @ Adtran

& = Brocade Communications Systems, Inc.
* e Cisco
* sew Dell Computer Cerporation
L E Extreme Networks

* HP

* f Juniper Networks, Inc.

* M Linksys

* £ Synoptics

Pending Approvai List

USERNAME REQUEST TYFE

thomasy Execute Script

thomagy

Upload Config

thomg
sV Execute Config Change Templats

pavelp

Execute Config Change Template

pavelp Execute Seript
<
Nexts » Show Ajl »

Training Content:

=

Add-ons (C) - Network Configuration Manager

- NCM (Network Performance Monitor):
- Device Discovery.
- Prerequisites (Backup / Upgrade)
- Scheduled Tasks :
- Backup
- Inventory
- Compliance Policies
- Create Compliance Reports.
- Compare configurations.
- Alert Management.
- Specific scripting on devices.
- Manager Rights.
- Template management (Device Type)
- Web and Normal Console utilization.
- Real time detection.

Policy Violations

NAME EDIT/ [HELP

INFO WARN
i |2 :
HIPAL Securty Report Li X [
CISP Reporis 0 ‘

Vigw s, -

Cizco Policy Report
SOX Security Report

CRITICAL

[(=x§
0

EE O,

HELF

Last5 config changes
DATE TIME

01012 &M @ View change Report
10/2013 ZOTAZ AN

ﬂ vigw Change report
\fiew Change Report

NODE HAME
sv,rd_ExtSSUB
Bas-2621 ~aus.lab
Gyd-2621 auslab
§ 51}5‘1_{51-:13&05
Bas-2821 ~aus lab

31042012 20112 AN
3102013 20412 AN
Y2013 2:01:33 Al

5212 2:01:33 Al

ﬂ \igw Change Report
ﬂ Vigw Change Report

Targat Node(s)
(12) Nodes

e A

(1} Node 11422/2019 02:27 Ap

(3) Nodes 222011 02:32 Am
1y
1) Node Ti2zizo11 03:09 apm

1)
(1) Node Mizz2014 03:18 ap

Displaying 1- 5 o7 g
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Training Content:

All Applications = Add-ons (D) - Application Monitoring

GROUPED BY APPLICATION TEMPLATE T¥PE

+ S Active Directory 2003-2008 Services and Counters

"‘EAIX

+ B apache - SAM (Application & Server Management):

2 B 5l oo - Windows & Linux Basic Monitoring :
+ o Citrix XenApp 6.0 Core counters - Services

+ 58 cirix Xenapp 6.0 Presentation Server - Processes

L Ea Citrix XenApp 6.0 Services = SSH

+ (8 ons user Experience -VMWare

+ [ errors n Appicatin event Log - Java JMX...

+ 8 exchange 2007 0w Form Login - Application Profiles/Templates

- Create a « template »
- Add « components »
- Importing « template »

Top 10 Processes by GPU Load - Usage of predefined templates :
fpencsvoexe @Gt XenApp6.0Servicss @ NJenningslabdl  243% Data bases (Oracle M SQL MSSQL
e Diectony 20032008 , VY. ’
0 lsass.exc. BSWE“ oo @ oriando-a2 1.26%
Pisece  CRLNDTIVRNDN  @ornsonnt 12 - DHCP
e [RLSIIINDE  QOLIE
< cive Dircclory 2005-2008 ! - DNS
#9 lsass.oxe. BSWE“ e OviiTest 1.28%
#0 CoxsFOSve exe [@CHx Xenapp 6.0 Services @ NUenningsLabdl  0.83%
icrosoft Network Plcy LABAUS pS- - Cit
s [BUSTOUMITND  QUENEIS gy itrix
o [BLTEICRINIT QUL oo
W svcnostexe  [Rohe Doy 20002 @ oriande-AD2 065%
M svchostexe  [mycie Diecloy 0032008 gy oy 0.66%

'Services ang Counters

- Exchange....
- Windows Event logs.
- View and Alert Customization.
- VMWare / HyperV status.
- Hardware status.
- Business Group.

All Groups - RePort5~
NO GROUPING APPLIED
@ Cairo Nodes
o Datacenter Summary Hardware
[l Down Applications
= Enterprise 105 licences
B Erp Application Stack
[l Low Free Space
B8 Orlando AD Hats Other
5 Production vCenter Servers Critical Node Count: 72
[E5 sever Hardware Health Warning
@Tnkyu Exchange Email
* E Unreachable ESX Hosts Up - -

Application Health Overview HELP

Hardware Health Overview HELF

A1 AR 4 2R JA 4B A% JE A4

54 =$ Up = Warning

Application Count: 54

44 E% Application Up D Application

“* Waming
Application Application
Critical 4 Ea Down

Cﬂ Unknown 1 Cﬂ Other
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Training Content :

All IP SLA Operations =  Add-ons Orion (E) - End User Monitoring
GROUPED BY OPERATION T%PE, OPERATION
+ & HTTP : )
« BB oHCP -VolP & Networlf Quality !\/Ianager :
+ & Dns - IPSLA Cisco Configuration
+ @& FTP - HTTP
+ & ICMP Echo VolP
- @TCF’ Connect - Vo
+ & UDP Echo - DHCP
+ [ volP UDP Jitter _DNS...
+ @& ICMP Path Jitter - Web Viewing.

- Call Manager (if available).

- CDR Analysis and Reporting (if available).
- Alerts.

- Limits and best practices.

All Transactions

- WPM (Web Performance Monitor):
GROUPED BY LOCATION
- M Austin _ - Recorder usage
+ M Login to Thwack.com from Austin
+ BB Oracle Web Forms from Austin - Player usage
+ ﬁ Sharepoint from Austin . . .
+ By Solanuinds iphonitor Damo from Austin - Record a transaction and integrate into the console
+ My Solarwinds Orion Dema from Austin
+ ﬁ Solarwinds Orion SAM from Austin - Alerts,

+ ﬁ Solarwinds pages from Austin
+ M Solarwinds UDT from Austin

-5
Top 10 Transactions by Duration HELF
TRAMSACTION MAME DURATION O;.:I'Icl)vliL
i’ ENIGWA (Java) from Tokyo 45818 1,585%
h Exchange 2010 OWA Email Test from Cork 1410 s 582%
ﬁ Microsoft from Tokyo 3217 s 241%
i’ Wicroseft from Cork 32178 341%
ﬁ Jawva Picture Slide Show from Tokyo 541s 259%
” — G 59.53 s 224%
calls by REgiD“ 15943 s 178%
LAST 15 MINUTES Tt 3%

42 calls Transaction Heatth oyemy
- SUB-01} erview
B AUS (AUS 27 calls

LAF (ALS-3UB-01) L

\ 20 cals
NewZealand (AUS-3UB-01) 111 calls
L (AUS-SUB-01) 12 ;a\ls
SUB-01)
WS (AUS- 20 cals
u R;"’im_ 131 calls
T H

~ * M 13

transacnuns are currently up

+ 3

3 transactions

ONs are currep

: = . tly waming
nsactions ara currently critica)

+ a
. 2 fransac!mns are currently down

solarwings
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Solarwinds Training

Top 5 Countries

HELP
BOTH, LAST 1 HOURS

COUNTRY

INGRESS

EGRESS  INGRESS EGRESS ..
BYTES BYTES PACKETS PACKETS "ERCENT

+ @ ® Prisie Address 340 lbytes 43EMbyles 9089k 10267k SE2%

- [ United States. 209 Mbytes 136Mbytes 4314k 3329k 2494%

+ B B Germany 11Nbytes  25.0Mbvtes 203k 5109k 18.86%

Top 10 Subnets by % IP Address Used

Training Content:

=

Add-ons Orion (F)

- NTA (NetFlow Traffic Analyzer):

- Netflow, JFlow, Sflow configuration
- Netflow Tools

- Collector configuration
- Viewing and Filtering data

- Alerting on trafic analysis
- Reporting
- Limits and best practices

- IPAM (IP Address Manager):
- IP Range Automatic Discovery

- DNS/DHCP Viewing for Cisco and Microsoft
- Reporting

- Tools
HELFP
v - Alerting on trafic analysis
E‘\BZJGBUU | 1 00.00% 0 281 . . .
R 10101000 100 00% 2 - Limits and best practices
. 10.189.1.0 71.88% 72 o4
. inside 61.72% 98 123
Il 80.0.0.0 I 54.30% 117 125
fgfl 192.188.10.0 I 50.38% 127 125
Figll curitiba | 4452% 142 107
o 10.193.6.0 | £3.75% 144 29 .
B ot e = - UDT (User Device Traker):
el 10.199.3.0 | 23.05% 197 57
- Global parameters.
- Device watch
- Ports used.
- Alerts & Web customization.
Device Watch List HELF
Search this resource LC'
MAME IP ADDREES HOSTMAME MAC ADDRESE :‘?E.ES:;F;DINT ;aRS-I—SID VLAM
n. c ) =] 5yd_
mycflores 10188534 syd_cflores.bis.local £9:54:04:3F BE-BE2821.aUs Jab Fali1
06l 101996130 Cor-e2121 °9;'.EE. e7.cr o SLP-AGHE2E  swx 073
7 1P watch’ has never been seen,
Top 10 Ng
5 de.
- L &g S by Percant Portg Useg
IREATD: | Nome
P
& U wianages et e sanirs | OMSZO® s Seriers
TMCF Seopes

& R .3
onsressrs | @

Sroup BY ~ . fus Zone TYP2
\J\Tngmuvmg\ = zons e Zﬂ""e = prmary
o megestaoter P Primary
= ‘;R 190,10 inaste VP pamary
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) < 2168 192 -0 up Primary
a ‘h 199 10imadds - P Pamary
L E‘ 4 49910 in-2890 Ve primary
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Training Content :

—  Add-ons Orion (G)

- VMAN (Virtualization Manager):
- Configuration
- Add virtual device.
- Reports / views
- Alerts

- SRM (Storage Ressource Monitor):
- Configuration
- Add storage device.
- Reports / views
- Alerts

o — —  Practice - LAB (H)

A Practice module is available for the different trainings. It will allow
you to use the different softwares more easily. This module can be
done on multiple days if needed.

Practice Example - Device Discovery:

* Configure access prerequisites on different devices (SNMP, ac-
counts...).

* Add devices to Orion.

* Configure basic monitoring.

* Configure specific and custom monitoting.

* Customize web views displaying the right information.

solarwinds * Alert Central ALERTS ON CAL

plerts = Exam(l)

e s x == At the end of the training, we can organize an exam to validate what
R . you have learned on the technologies and the products. A correction
seinoadzed 2 with the trainer will be provided to explain the errors that may occur.

Each participant will receive a certificate.

10
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Our center has all the equipment to provide practical training.

To insure an optimal confort, we provide a thin client per participant to access the training environment.
In option, every attendee can bring a laptop.

If the monitoring solution is already in place in the company, a remote access on this environment can

allow to answer faster to your technical questions.

Our trainers speak fluently English — French.
The training can be done in both languages.

A wireless internet access will be available.

A remote access to our training platform will be provided to every attendee.

The platform has:

* Access to different network equipments (Routers, Switches) by Ping, SNMP, SSH.
* Access to different server types by Ping, SNMP and WMI

* Access to Linux environments

The training documents will be distributed in a PDF format.

"c:t?" OBS.ENNA. Architecture — Environnement Formation

FW Netasg

INTERNET

Participant

& <

Routeur Switch
Cisco

LAN Formation
10.10.0.0116

ESX

Linux Windows

11
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Address (B) :

ORSENNA

15 Rue Croix Castel
78600 MAISONS LAFFITTE

France

Tel : 433134933535
Fax:+33134939575
Mail : nmsservices@orsenna.com

Transport :
Coming from Paris — La Défense :

RER A - direction Cergy or Poissy => Stop Maisons Laffitte (A) (15 min)
=> http://ratp.fr

The attendees are welcome to the building at 9:00 AM. The classes start et 9:30 AM and finish at 5:00 PM.

The training includes breakfast, lunch and coffee breaks.

12
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Solarwinds Training

We can also perform the training in different facilities for geographical, technical or budget reasons. The
prerequisites are below :

The trainer has the following tools:
* Training Documentation in numeric format

* NMS standalone on the trainer laptop

* Linux Server in a Virtual Machine on the trainer laptop
* Cisco Router (Monitoring, IP SLA , Netflow)

* Netflow simulator software

* Syslog software

* Wireshark

*Snare

It allows us to be autonomous for the training, independently of the training room ressources.

To improve the training quality and the interaction with the attendees, it is recommended to have the
following elements:

* 1 Environment per attendee with an autonomous installation:
- Windows Server with prerequisites (.Net Frameworks) and Orion (with SAM, NTA,
NCM...)
- Evaluation licences can be provided by Orsenna on demand.
* Access to Network equipments by SNMP (Routers, Switchs)
* Access to System equipments by SNMP and WMI (Windows + Linux)
* Access to Virtual environment (Vmware / Hyper-V)
* Access to Wireless controller.

* [nternet Access

We can also provide remote classes on our environment or directly connected to yours, to reduce cost
or mix attendees which are located on different sites.

13



